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ABSTRACT: Intelligence analysis is a high-stakes domain that poses challenges to effective
individual and collaborative cognition. The design of support tools and analytical pedagogy could benefit from an understanding of how challenges that are reported in other
decision-making literature generalize and are manifested in more naturalistic settings.
The objective of this research was to elicit challenges for cognition in collaborative intelligence analysis. Two complementary research methods were used: unstructured interviews with 46 analysts and supervisors, and observations of eight teams of military
intelligence analysts conducting a training scenario. Interviews with designers, educators, and practitioners in the intelligence community revealed trends in unsupported
cognitive work and cultural challenges, whereas observations from a training exercise
for army intelligence analysts instantiated other cognitive challenges of collaborative
analysis. This study indicates that analytical style (part tradition and part due to individual reasoning tendencies) can result in premature narrowing, difficulty in reframing,
and getting lost in the details. The study also illustrates the effects of friction within and
across federated teams, how variable tempo can produce inexpert behavior, and considerations for the design of analytical support tools. This work suggests the value of
complementary research methods in the study of other domains involving collaborative work. It is likely that these cognitive challenges affect other domains involving
collaborative analysis. Finally, this study suggests that the effects of individual cognitive challenges are difficult to isolate in naturalistic settings and should most likely be
considered collectively rather than independently.

Know the enemy and know yourself; in a hundred battles you will never be
in peril. – Sun Tzu
INTELLIGENCE ANALYSIS IS A HIGH-STAKES DOMAIN THAT POSES CHALLENGES TO INDIVIDUAL
(Heuer, 1999) and collaborative (Johnston, 2005) cognition. Analysts must find and
assemble data on an intelligent adversary in order to present a coherent reflection
of reality for a decision maker. Intelligence data are cluttered with nondiagnostic
information, and the cognitive work is environmentally constrained by factors such
as time, weather, data overload, and the need to work in distributed teams. In collecting and analyzing information, analysts are hampered by brittle collection assets
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and analytical support tools of questionable usability and usefulness. These tools,
including some new ones that are being developed, often actually add to the work
of the analyst because they were not designed to adequately support these experts’
work in the first place.
The Army’s All-Source Analysis System (ASAS) required a team of four enlisted
analysts to perform database management and plot data for analysis by a senior analyst. Ultimately, both versions of ASAS went unused during the 1991 and 2003 U.S.
invasions of Iraq. The requirements for its replacement system were generated not
through a task analysis of users but, rather, through a survey of functions resident
in ASAS and seven other intelligence support tools (Operational Requirements Document for Distributed Common Ground System-Army, 2004). In order to facilitate effective analysis, stakeholders in the intelligence community and other similar domains
must understand its cognitive challenges. Furthermore, the challenges should be addressed through a comprehensive program of education, continual learning, and tool
development based on the empirical study of usefulness and usability issues.
The cognitive work of intelligence analysts has not been studied as much as one
might suppose. In part this is due to the complex nature of intelligence analysis and
the wide variability in tasks throughout the intelligence community. Indeed, though
reference is made to jobs such as “imagery analyst” or “all-source analyst,” there are
dozens of distinct analytical roles within various intelligence agencies. Additional
fieldwork and targeted empirical investigations are needed to assess the critical needs
and vulnerabilities prior to implementation of solutions. To this end, the present
study relied on two complementary investigative strategies: open-ended interviews
with practitioners from several intelligence organizations, and observations of analysts in a military intelligence training exercise. Our work benefited from the domain
experience of the first author, who is an Army Military Intelligence officer with six
years of experience in military intelligence and experience in two hostile fire theaters.
The purpose of this study is to review challenges noted in other studies on analytical work and to determine if those same or other challenges also appear in the
domain of military intelligence analysis. We begin our investigation by describing
the work of information analysis in general and then relate it to the work of military intelligence analysis in particular.

Description of the Domain
Information Analysis
Information analysis involves making inferences from available data. The analyst determines the best explanation for uncertain, contradictory, and/or incomplete
data (Heuer, 1999; Patterson, Roth, & Woods, 2001). Analysts must cope with the
complexity of cluttered data sets and often work on only pieces of a larger problem.
This necessitates synthesis of both hypotheses and assessments in order to provide
a single coherent product for a decision maker or policy maker.
Analytical problems are often sensitive and associated with high stakes for success or failure. In many analytical subdomains, the objectives of the analysis can be
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open and shifting, and analysts must sometimes determine for themselves the goals
of their collection or research. Furthermore, the analyst’s work extends beyond simple problem solving. In addition to Elm’s (Elm et al., 2005) three analytical cognitive
tasks of information search (Down Collect), verifying information accuracy (Conflict and Corroboration), and considering multiple explanations for data (Hypothesis Exploration), most analytical domains require additional cognitive work with
regard to organizational needs, policies, and constraints, including framing assessments for communication to a decision maker or other analysts.
Many decisions and assessments are collaborative efforts. Analysts rely on the
input of those around them as well as of distant teams of other specialists who have
their own sets of potentially unobservable goals and perspectives. Military intelligence
in particular is a unique analytical subdomain that exhibits these characteristics.
“The most important roles of intelligence are assisting [commanders] and their staffs
in visualizing the battlespace, assessing adversary capabilities and will, identifying
the adversary’s [strengths and weaknesses], and discerning the adversary’s probable
intent” (Doctrine for Intelligence Support to Joint Operations, 2000, p. I-1).
The military intelligence community consists of multiple echelons of staff and
agencies that are responsible for providing intelligence support to their commanders. Each echelon has its own collection assets and analysts who are responsible for
the identification of possible threat courses of action, relative strengths and weaknesses of the adversary, and areas of uncertainty within these assessments. Thus, military intelligence analysis is a federated process. Just as a federation is a group of
independent entities aligned to achieve a common goal, teams of analysts who are
collaborating at a distance are federated. They may have centralized direction and
a common goal, but they also maintain their own sets of goals and are capable of
only periodic physical interaction.
Intelligence analysis has been characterized as a supervisory control situation
(Patterson, Rogers, & Render, 2004). Each echelon receives orders from the higher
organization, sends requests for information (RFIs) or collection, reports to higher headquarters, communicates with adjacent units, and issues its own orders to subordinates. In effect, each team of analysts serves as a supervisory agent or as an agent
that must also supervise other distant agents. Because of the distance (which can
be geographic or organizational) among these multiple levels of supervisory agents,
each echelon relies on the feedback of others to accurately understand its own area
of responsibility in context.
Intelligence analysis is an action-driven feedback loop. Actions of both friendly
and potentially deceptive threat elements cause changes that are assessed by feedback
(i.e., reports). Joint intelligence doctrine states that the intelligence process is a nonsequential iterative process that includes planning, preparation, collection, processing,
and production (Doctrine for Intelligence Support to Joint Operations, 2000). The analyst is never responsible for assessing a static situation. The pace of both the threat
and the feedback are in constant flux.
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Knowledge Elicitation
Method
In order to identify the constraints and perceived challenges facing practitioners,
instructors, and designers of intelligence support tools, we conducted unstructured
interviews with analysts and supervisors in a number of organizations. Each interview lasted from 30 to 60 minutes, depending on the time the participant had to
offer. Table 1 provides the breakdown of the 46 volunteers by rank and organization.
In order to comply with security regulations and facilitate rapport with the participants, all notes were taken by hand, and no recording devices were used.
Findings
Four trends were identified from the interviews: environmental pressure, learning, sustained attention, and experience viewed as expertise all influence intelligence
analysis.
Environmental Pressure. All 12 analysts with experience in hostile fire theaters related stories of data overload, weather, and austere field environments hampering
TABLE 1. Demographics of interviewees
Operations/Ana lysis

System Development
and Reorganization

Instructors and
Training Development

Participants: 22

Participants: 7

Participants: 17

Experience in Tactical or Strategic
Intelligence from either deployed
or sanctuary locations

Responsible for developing
requirements documents and
supervising development of
systems and personnel
manning

Current and past instructors
and training developers

Organizations

Organizations

Organizations

Analysis and Control Elements
for U.S. Army Europe, V Corps,
1st Armored Division

Advanced Information
Processing Office at National
Ground Intelligence Center,
Charlottesville, VA

U.S. Army Intelligence Center–
Ft. Huachuca, AZ

DIA, NSA

Program Manager Office for
Sensor Processing

Other tactical Army units

Program Manager Office for
Ground Sensors
Army G-2, Pentagon
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Ranks

Ranks

Ranks

Lieutenant Colonel (2), Major (5),
Captain (4), Warrant Officer (4),
Civilian (4), Non-Commissioned
Officer (3)

Lieutenant Colonel (1),
Captain (1), Warrant
Officer (1), Civilian (4)

Lieutenant Colonel (2),
Major (4), Captain (3),
Warrant Officer (2),
Civilian (6)
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their ability to focus on analytical tasks. In a typical deployed Tactical Operations
Center, analytical work groups are often crowded into confined trailers or tents, with
the potential that products or tools will be destroyed by sand, mud, or precipitation.
The most frequently reported environmental pressure was time. Two analysts’ stories
indicated that these environmental pressures aggravated other vulnerabilities, such
as trust in their systems or adjacent units. Three analysts reported that they were able
to adapt relatively quickly to environmental pressures, however, and seemed to notice
the effects of these pressures only when a change in the environment occurred.
Several analysts’ reports seemed to support Huey and Wickens’s (1993) findings that
this adaptation generally takes the form of teams shedding, delaying, or performing
tasks in a suboptimal manner.
Learning. Interviews revealed broad consensus that few practicing analysts were
well skilled in their particular assigned task, which likely influenced performance and
analytical outcomes. Much of the work that an analyst must perform is learning
about the environment, teammates, and area of responsibility. Instructors at the U.S.
Army Intelligence Center reported that the average education of entry-level Army
analysts is one to two years of college education. In the military setting, an additional challenge is that, according to Army authorizations, nearly 50% of all noncivilian
analysts have fewer than three years of experience in a particular duty assignment.
This finding represents a significant challenge, given that intelligence analysis has
long been recognized as a complex domain in which it takes years to acquire expertise (Feltovich, Ford, & Hoffman, 1997; Johnston, 2005).
Sustained Attention. Experienced analysts reported that a large proportion of junior
analysts demonstrated poor motivation for conducting research and spent extended
periods focused on preparing reports. Practitioners described undermotivated and
underemployed analysts on missions in Kosovo and Iraq. They reported that the motivation level or willingness of these junior analysts to sustain attention on the tasks
at hand varied with threat activity throughout the mission. Units nearing redeployment were judged as having stopped improving their intelligence products. Similarly, experienced analysts reported that the ability of junior analysts to focus was
hampered by competing goals or tasks, particularly when working on multiple, extended problems at the same time.
These findings resonate with findings in the literature on sustained attention
(vigilance), learning, and motivation. Sustained attention refers to one’s ability to
focus on a given task for prolonged periods (Warm, Dember, & Hancock, 1996). Research has shown significant effects of sustained attention (Davies & Parasuraman,
1982) and motivation (Frederick-Recascino & Hall, 2003) on job performance.
Similarly, “experts in the work practice, by nature of their involvement with their
work, have an intrinsic motivation that learners lack” (Quintana, Krajick, & Soloway,
2003, p. 826). Similar observations have been made by others (Hoffman, 1998).
Motivation was studied in two intifadas on the Israeli Defense Force and found to be
a product of several elements: esprit de corps or unit cohesion, training, institutional
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value system, trust, leader competency, communication, personal uncertainty, and
sense of achievement (Catignani, 2004).
Experience Viewed as Expertise. A final trend obtained from analyst interviews was
that commanders and supervisors were perceived to occasionally overestimate the
scope of expertise of an experienced analyst. Four experienced analysts reported being regarded as subject matter experts in areas with which they had little familiarity.
One analyst indicated that she felt unable to offer an alternative analysis in the presence of higher-ranking analysts, regardless of her expertise. In the Army, the rapid
turnover of personnel reduces supervisors’ ability to gain insight into the scope of expertise in recently formed analyst teams that make high-risk recommendations, which
could potentially address this challenge.
Interviewees were encouraged to identify the greatest challenges to conducting
successful intelligence analysis in the field. In order to avoid missing key challenges,
we encouraged discussion that was free-flowing and completely unstructured. It is
not surprising that this methodology tended to elicit strategic or global challenges
rather than specific examples of deficient analysis at a detailed level (although it did
elicit some of those), particularly given that detecting erroneous assessments would
be difficult due to a lack of feedback on a regular basis. Consequently, a direct observational study of analysis in a training exercise was conducted to further investigate
challenges in collaborative analysis.

Observational Study
Method
Based upon the interviews and a literature review of decision making and problem solving, we hypothesized a total of seven challenges in conducting collaborative
intelligence analysis prior to the observational study. These challenges are described
in Table 2.
A four-day military intelligence training exercise that was conducted at Fort
Huachuca in Arizona provided the opportunity to observe eight analytical teams. The
teams were concurrently working on a simulated complex problem representative
of the type of work conducted in operational Army units. Instructors provided realtime judgments about erroneous assumptions and assessments.
One benefit of observing teams at work is that the work is distributed among
many people. Individuals must interact and express their thought processes to each
other. This allows the observer to infer cognitive processes with minimal interaction
(Woods & Hollnagel, 2006).
Participants. The participants in the observational study included a class of 40 recently commissioned lieutenants and 16 sergeants first class. All the lieutenants possessed
a bachelor’s degree and had nearly completed their 18-week initial analyst training
or Military Intelligence Officers Basic Course. As such, they would still be classified
as trainees or junior journeymen. All the sergeants were senior intelligence sergeants
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TABLE 2. Challenges to military intelligence analysts
Cha llenges found in the literature
• Mental Set – use of problem-solving strategies based on past experience
• Fixation – difficulty in changing, revising, or replanning in the face of new disconfirming evidence
• Recognition of Relevant Data – difficulty recognizing data relevant to their assessment from a vast
array of possible data that includes confusing and non-diagnostic information
• Environmental Pressure (Time) – pressure to meet production deadlines
• Trust – attitude that an agent will help achieve an individual’s goals in a situation characterized by
uncertainty and vulnerability
Cha llenges revea led in the interviews
• Environmental pressure
a. Time pressure to meet production deadlines
b. Other factors of the operating environment such as weather
• Sustained attention
a. Motivational issues related to simulation fidelity
b. Motivational issues related to under-skilled or disinterested junior analysts
c. Motivational issues related to inactivity or extension of mission
• Learning
a. Understanding of collection systems, automated support tools, and manual analytic tools
such as event maps
b. Learning other than tool understanding
• Experience viewed as expertise – Mistaking practitioner with domain experience as having
expertise relevant to the particular problem at hand

with approximately 10 years of experience in various military intelligence specialties
(e.g., signal or imagery intelligence) who were participating in the Advanced NonCommissioned Officers Course. Although these sergeants had experience in their
specialty areas, they did not necessarily have experience working on the type of problems posed by this scenario. Therefore, the sources of difficulty in this exercise differed from those in their usual tasks.
The lieutenants and sergeants were divided into eight teams (five lieutenants
and two sergeants per team) by the instructors and assigned to work in one of three
Battalion Tactical Operations Centers (TOCs), or the Brigade TOC. In each unit TOC,
two teams worked a 12-hour day or night shift throughout the exercise.
Study Setting. Each team was assigned to a simulated TOC. Each team was provided with an instructor to coach them through their training exercise. Instructors were
retired military civilian contractors with at least 10 years of experience in intelligence
fields. Because these retired contractors’ primary job was to conduct this training,
they had intimate knowledge of the scenario and possible points of difficulty for the
teams. Instructors interacted with the teams to facilitate learning objectives and provided prompts when the teams appeared to be deviating too far from the objectives
of the exercise.
All observations for the eight teams were conducted by the first author. Having
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a single observer divide his attention among all teams was both good and bad. The
observer was able to establish a common rapport and observational standard with
all the teams. The observer was also experienced in the domain, which reduced the
interactions necessary to understand the mindset and processes of the participants.
However, it was not possible to make concurrent observations for specific processes
for all teams. The instructors were sensitized to the objectives of the study and thus
helped to direct the observer’s attention to relevant observations.
Prior to the exercise, all analysts were given a 20-minute “Road-to-War” briefing, which provided a general orientation for the scenario’s geography, history, and
demographics. Each team was then provided an operations order and threat assessment on its area of operations, friendly and enemy forces in the area, and other
demographic details of varying importance. Teams had three hours to review these
products, and then they conducted verbal “back-briefs” to their instructors to
ensure accurate baseline understanding of the general situation. These back-briefs
were in the same format as the teams’ required daily briefings and were similar to
back-briefs conducted in other training and military operations.
Teams were provided a personality database as a starting point for identifying
any associations between identified insurgents. This database contained biographical data such as names, nicknames, associations, and other details as they were known
for significant or suspicious individuals. Similar to real personality databases, it contained errors that included misspelled names and irrelevant information.
During the exercise, teams received simulated reports (approximately 40 messages per 12-hour shift) via All-Source Analysis System-Light (ASAS-L), a Microsoft
Windows–based analytical support tool that teams would find in their follow-on
(real) assignments. To operate this workstation, each team was aided by an enlisted
soldier who was trained on the system. These operators had supported this particular training exercise many times before. They were instructed to offer no analytical
assistance and to perform only those functions on the automation that were requested by the teams. Other support tools available for use included Crimelink (a link
analysis software application), standard Windows applications, dry-erase boards, and
butcher paper on an easel.
Reporting consisted of scripted spot reports and human-intelligence reporting
that replicated reports from friendly units. Instructors used a general storyboard to
retain continuity across all teams. (This storyboard will be discussed in the next section.) Similar activity occurred in each battalion’s area of operations, but the timing
for the reports was controlled by the instructor within the bounds of the storyboard
and based on the actions of each of the teams. Each team was responsible for analyzing its messages and producing a daily intelligence assessment and briefing for the
instructor who played the commander role.
Many reports were based on actual events that had happened on past deployments and were included to teach specific lessons. These messages served as prescripted event probes that would potentially illuminate various vulnerabilities. Event
probes that allow for unambiguous judgments of performance provide a useful structure for the analysis of behavior in complex settings (Patterson et al., 2004).
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Exercise Scenario. In the hypothetical scenario, U.S. forces had recently completed
a high-intensity conflict to secure a country that had been invaded by a neighboring
regional power. The U.S. forces were now transitioning to a stability and support
operation with the objective of identifying and eliminating threats to safety and security. Throughout this scenario, action cells of a larger insurgency movement were
conducting a wide range of activities (e.g., attacks on a strategic fuel pipeline, assassination of local leaders, recruiting and logistics, and attacks on U.S. forces) that were
designed to destabilize the region. Concurrently, groups of local civilians and organized criminals were also attempting to advance their own causes, and a failing infrastructure and fledgling government further complicated the operation.
Table 3 provides a timeline of the most notable events. To support friendly operations, each team had the implied task of solving three simultaneous analytical problems: identify insurgent activity patterns, identify group structures, and identify
operational methods, such as communication, logistics, and planning.

Findings
The occurrence of many of the hypothesized challenges (see Table 2) was inferred
by noting the misinterpretations of available data. Aided by the instructors’ knowledge of the scenario, normative interpretations for individual reports were compared
with the actual interpretations made by the teams in their briefs to the instructors.
Because the study was concerned with collaborative analysis, the following heuristic
was used to distinguish between overlooking and discounting of hypotheses or information: If the team did not discuss a hypothesis or piece of information, it was classified as being overlooked. If the team discussed it but subsequently ruled it out, it
was classified as being discounted. Each of the observed challenges will be discussed.
Mental Set
Mental set is the use of (sometimes inappropriate) problem-solving strategies
based on past experiences. This vulnerability can present problems when an alternate, better, and sometimes simpler strategy would suffice (Heuer, 1999; Luchins,
1942). In complex situations, this vulnerability could also cause an analyst or team
of analysts to impose unnecessary constraints on the subject of their analysis. The
following types of observations were attributed to mental set:
• Team uses analytical assumptions or processes that are not relevant under
the current conditions,
• Team discounts hypotheses because it views them as impossible despite
having no credible information to support this assumption.
Three examples of this vulnerability were observed during this study and are
described in Table 4. On Day Two, the instructors judged that one team made two
premature and incorrect assessments. The first was that the insurgent groups were
being funded primarily through the sale of drugs within and outside the team’s area.
This was based on assumptions that illegal black market activity is an integral part
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TABLE 3. Storyboard for the exercise scenario
Day 1–2
Collection assets are initially misplaced or misoriented to collect on relevant targets
Rally planned at a local university by an anti-U.S. professor
Threat groups use Improvised Explosive Devices (IEDs) in certain areas of each Battalion Area of
Operation (AO)
Patrol finds grave site for 10 people that were executed
Some terrorists are identified and captured
Local political party HQ destroyed
Insurgents attack U.S. patrol bases with mortars
Day 3
Reports of logistics coordinator being spotted in two different areas
New threat organization appears in the Brigade AO, and reports of possible terrorist training camps
in each Battalion AO
Two bomb makers are captured
Security patrol for local official is ambushed
Cooperative local mayor is killed
Insurgents attack local militia unit
Foreign fighters discovered
A helicopter crashes in the AO, requiring security and evacuation
Insurgents attack U.S. patrol base for second day with mortars
Day 4
Reports of planning for bombing attacks after prominent cleric issues fatwah, or religious edict
Reports indicate large weapons shipment from outside of the AO
22 civilians die as a result of water pollution incident
Report of boat being stolen and report of planned boat attack on port
Throughout the week
Personality database lists misleading biographical data
Strategic fuel pipeline attacked five times
Significant black market activity and major fuel shortage
Teams must adhere to an established daily production schedule:
0500/1700 – Battlefield update assessment
0700/1900 – Shift change
1000/2200 – Commanders update brief

of the insurgent threat – a situation that has been true in other regional insurgencies.
In this scenario, however, no reporting had supported this hypothesis.
Additionally, because no electronic communications had been intercepted
between insurgent groups, this same team assessed that the primary means of communication was physical meetings. The team prematurely discounted the possibility of poor collection planning and execution because of its preexisting belief that
the orientation of its collection systems was adequate for detecting all possible insurgent electronic communications. Furthermore, this team overlooked the possibility
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TABLE 4. Examples of mental set
Menta l Set
Day

Reports

Normative Interpretation

Misinterpretation

1–4

Significant black market
activity and major fuel
shortage

Possible link between criminal
groups and insurgent groups

Illegal activity = funding
for insurgent activity

2–3

No electronic
communications
intercepted between
insurgent groups

Consider other possible
methods (physical meetings,
runners) or poor collection

Assume only possible
method is physical
meetings

3

Reports of logistics
coordinator being
spotted in two
different areas

Possible coordination between
groups via logistics officer

“No way these guys can
travel that far”; assume
insurgent groups are
independent

that runners could have been delivering hand-carried messages as a means of communication.
On Day Three, a discussion within one of the teams revealed this vulnerability.
While considering the possibility that the same insurgents had been reported in multiple areas, one person asserted, “These guys can’t travel that far [approximately 25
km]” and then followed with “[They] wouldn’t be operating in two areas.” In addition, the team discounted the accuracy of subordinate unit reports, stating, “Battalions
sometimes assume that anyone that is captured is a terrorist.” Thus, the team discounted the hypothesis that some of the reported insurgents were operating in multiple areas and possibly coordinating actions between groups.
Fixation
Fixation refers to the difficulty in changing, revising, or replanning in the face
of new disconfirming evidence (De Keyser & Woods, 1990; Woods, 1994). Earlier
research in decision making has suggested that this results from a confirmation bias
(Einhorn & Hogarth, 1978; Lord, Lepper, & Ross, 1979). Klayman and Ha (1987)
suggested that fixation can result from a “positive test strategy,” which is usually effective in coping with data overload challenges but sometimes can lead to inaccurate
conclusions. Feltovich (Feltovich, Coulsen, Spiro, & Adami, 1993) referred to various mental maneuvers to resist reframing as knowledge shields. We refer to the processing strategy as a mental set, whereas the inability to reframe is a Fixation. Any
instance in which teams did not consider revising their hypotheses given disconfirming evidence was attributed to Fixation.
Four observations were attributed to Fixation in this study. These are presented in Table 5. One team assessed an insurgent to be a group leader because he had
claimed to be a former lieutenant. This assessment was made based on a preexisting
perception of the role of military rank. Subsequent reports showed the “lieutenant”
taking overt action to denounce and inhibit U.S. operations in the area. This behavior
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TABLE 5. Examples of fixation
Fixation
Day

Reports

Normative Interpretation

Misinterpretation

2–4

Personality database
lists misleading
biographical data

Use data and reports to
generate, confirm, or deny
hypotheses

Continue to miscategorize
personalities despite new
contradictory reports

3

Reports of logistics
coordinator being
spotted in two
different areas

Possible coordination between
groups via logistics officer

Continue to assume
insurgent groups are
independent

4

Reports of planning for
bombing attacks after
prominent cleric issues
fatwah, or religious edict

Possible outside influence on
insurgent groups; assess possible
increase in insurgent activity

Continue to assess that
insurgent groups are
acting without outside
resources

is atypical of an insurgent leader because it draws undue attention and encourages
detention. Despite this conflicting reporting and prompting from an instructor, the
team stuck to its assessment that the individual was an insurgent leader.
During this same time frame, this team also misclassified an individual as an
operations officer in the team’s area based on his education level. In doing so, they
overlooked biographical data that indicated that he was a direct action member in
another battalion’s area. This particular misclassification also persisted for more than
12 hours, even after the instructor asked the team to review the available information concerning this individual.
The third indication of this challenge occurred when two reports indicated significant intergroup logistical coordination. A known enemy logistics officer was spotted in two different insurgent group areas, and subsequently, a report indicated that
a large shipment of weapons from outside the country was arriving for the insurgents.
Other reports later corroborated the coordination hypothesis. A religious edict, or fatwah, was issued by a regional cleric calling for attacks on U.S. forces. The report indicated that a boat was stolen in one area for use in an attack in another. Some teams
disregarded these reports, choosing to retain the hypothesis given to them at the
beginning of the exercise that claimed the groups were small and independent
of each other.
Recognition of Relevant Data
Given a vast array of data that contains some confusing and nondiagnostic
information, analysts can experience difficulty recognizing data that are relevant to
their assessments. Other research has indicated that this situation can lead individuals to use irrelevant information to solve problems (Dominowski & Bourne,
1994). The following two types of observations were attributed to difficulty recognizing relevant data:
• Team uses nondiagnostic data to support a hypothesis.
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• Team does not use diagnostic data to support or reject a hypothesis.
Four instances of this vulnerability were observed in this study (Table 6). Two
teams overlooked available biographical data in favor of other information, which led
to erroneous personality assessments. For instance, an anti-U.S. professor organized
a rally that was advertised as pro-U.S. Overlooking the organizer’s biographical data
in favor of the advertisement flyer, the team assessed the rally as a nonthreatening,
pro-U.S. demonstration.
Conversely, two teams prematurely selected a favored hypothesis as a result of
irrelevant information in the personality database. One team assessed a man to be a
leader because he referred to himself as a lieutenant. Another team assessed a man to
be an operations planner based solely on his college education. These two observations could also be attributed to a mental set. Therefore, it is possible that some challenges could be multiply classified, or else that there might be interactions between
the hypothesized challenges, possibly indicating a need to address challenges collectively rather than independently.
On Days Two and Three, insurgents fired mortars at a U.S. patrol base. Critical
information, such as size of mortar and direction of fire, was missing from the report
and could have been requested by the teams but was not. This information could have
been used to determine possible firing positions for the attacker in order to prevent
future attacks. Analysis of both attacks could have determined whether it was the
same group (or even the same weapon). This would have been helpful in establishing the capabilities of the insurgents and even the number of teams that were active
in the area. However, these two attacks were used only as data points similar to all
other attacks during the four days, and no further analysis was done.
TABLE 6. Examples of the difficulty of recognizing relevant data
Recognition of Relevant Data
Day

Reports

Normative Interpretation

Misinterpretation

1–2

Flyer advertises pro-U.S.
rally at a local university
by an anti-U.S. professor

Use personality database to
identify organizer as anti-U.S.

Overlook anti-U.S.
professor and assess rally
as pro-U.S.

2–4

Personality database lists
misleading biographical
data

Use data and reports to
generate, confirm, or deny
hypotheses

Categorize insurgents
solely based on database
while ignoring other
sources

2–3

Insurgents attack U.S.
patrol bases with
mortars

Request further information
about size of mortar and
possible firing positions

Do not request further
information and assess
capabilities on incomplete
data

4

22 civilians die as a
result of water pollution
incident

Broaden assessment of possible
methods of attack

Overlook possibility of
insurgent bio-attack
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Finally, on Day Four, 22 civilians died in a local village because of water pollution. This could have indicated a change in tactics or capabilities of the insurgents
if they had intentionally contaminated the water supply. Two teams overlooked this
report completely, regarding it as insignificant local news.
Environmental Pressure
The only environmental pressure with which participants in this study had to
contend was time. The effects of time pressure appeared for all teams during the first
two days. As teams approached production deadlines, they resorted to last-minute
cutting and pasting of reports into their assessments and provided little analysis.
One team coped with time pressure by having all but one person prepare the slides
for the daily brief, ignoring all other products or analysis. By Day Three, most teams
had adapted to the production schedule, but one team experienced a spike in enemy
activity, which caused the team to exclaim that it was “getting too much [information] to handle.” One team member openly complained that there was “no time and
not enough computers for everyone to work on.” Observations and interviews suggest that the timeline of events and activities can move beyond a guideline and planning tool. In effect, the product can drive the assessment, rather than vice versa.
Trust
“Trust can be defined as the attitude that an agent will help achieve an individual’s goals in a situation characterized by uncertainty and vulnerability” (Lee & See,
2004, p. 50). In this study, friction arose between and within teams from unrealistic
taskings, miscommunications, and poor feedback on requests for information. Because of unplanned technical difficulties, electronic mail was unreliable at the beginning of the exercise and contributed to the general frustration between the teams
when reporting deadlines were missed. Although this friction was reduced as teams
found various coping strategies, poor communication capability among teams continued to cause inefficiencies and confusion. On Day Four, members of one Battalion
TOC finally complained, “Brigade is withholding information from us!” This friction
eroded trust and ultimately affected analytical assessments.
Tool Understanding
There can be a direct relationship between errant mental models and decreased
human-machine performance (Dekker, 2002; Woods, 2005). Researchers have noted
that the accuracy of a worker’s mental model of his/her tools correlates to the efficacy of the total human-machine system (Hollnagel & Woods, 2005; Norman, 1990).
Intelligence analysts have three classes of tools on which they rely: collection
systems, automated support tools, and manual analytical tools such as event maps,
time-wheels, and link diagrams. For the present study, any instances in which tools
were misused or were judged by the instructors to be a primary contributor to a
deficient analysis were attributed to a poor understanding of the tool.
Two examples of poor tool understanding were observed during this study and
are summarized in Table 7. When the scenario began, the collection assets for the
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TABLE 7. Examples of poor tool understanding
Poor Tool Understanding
Day

Reports

Normative Interpretation

Misinterpretation

1–2

Collection assets are
initially misplaced or
misoriented to collect
on relevant targets

Identify existing gaps in
collection plan; adjust assets
to focus on new targets

Produce no new
collection plan; produce
flawed collection plan

2–3

No electronic
communications
intercepted between
insurgent groups

Consider other possible
methods (physical meetings,
runners) or poor collection

Assume collection plan is
good

brigade had already been tasked to collect data in certain areas. A review of this collection plan should have identified gaps in collection on key targets. Initially, teams
were too busy reviewing reports to make adjustments to the plan. When they began
to relocate their assets, all teams exhibited poor understanding of the capabilities
and limitations of these collection systems. Three teams were tasked with assets to
collect in areas for which they were unsuited, and two teams did not acknowledge
the need to move any of their assets. It is noteworthy that none of these collection
systems had any feedback mechanism to inform the analysts about improper use.
On Day Three, the instructors intervened with corrective instruction on the appropriate use of these systems.
Poor understanding of an automated intelligence support tool was inferred
from the interaction between the supervisors and the computer operators. For all
teams, the supervisory role for this system was reduced to two typical questions of
the operator: “Are you getting your stuff?” and “Is everything working?” It was clear
that in the event of a system error, such as corrupt or missing data, the supervisors
would be underskilled for the task of problem identification or intervention.

Discussion
To elicit a broad set of challenges for cognition in collaborative intelligence analysis, we used two complementary methods: unstructured interviews with 46 analysts and supervisors, and observations of eight teams of military intelligence
analysts conducting a training scenario. Interviews revealed four types of challenges:
environmental pressure, learning, sustained attention, and experience viewed as expertise. Observations provided a “proof of concept” for all the hypothesized challenges: mental set (three examples), fixation (four examples), recognition of relevant
data (four examples), environmental (time) pressure (observed and self-reported
influence throughout the simulation; six examples), trust (observed and self-reported influence throughout the simulation; three examples), and tool understanding
(two examples). As mentioned earlier, some challenges, such as mental set and recognition of relevant data, could be multiply classified. This suggests interactions
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between these hypothesized challenges and indicates a need to address challenges
collectively rather than independently.
The exercise, and thus the participants, for the observational study were selected partially for convenience because the classification level of many facilities prohibits
observations that could be reported in unclassified publications. Although this training exercise met many of the training objectives set by the Military Intelligence School,
it did have some limiting artificialities. The analysts were trainees, not experts. It is
possible, if not likely, that the challenges for analytical work would differ depending
on level of experience or expertise. It is possible, for instance, that phenomena attributed to “bias” (e.g., mental set; see Heuer, 1999) might be less pronounced for experts.
In this case, recommendations stemming from this study would pertain primarily to
training and mentorship of junior analysts (apprentices and junior journeymen).
Analysts had less ability to interact with subordinate units or other staff sections
than they would have had in real missions. This may have reduced their ability to ask
for clarification or further information on most reports. As mentioned previously, the
teams were composed of lieutenants and senior noncommissioned officers, and duty
positions were changed daily to facilitate training objectives. Actual teams of analysts
would have a permanent command structure, and a variety of experience and education levels would be represented among the members. Although the instructors
served as their commanders, the participants were not actually working for a senior
officer, who ordinarily would exercise full authority and influence their careers.
Scenario-based simulations have become an important part of training and the
design process. They allow many deficiencies to be corrected prior to major collisions
with reality. However, all simulations, such as the training scenario in our study, have
inherent artificialities, and thus can mask some aspects of the real-world work. Combining multiple methodologies, such as the unstructured interviews and observations
in a simulated setting in this paper, might help to illuminate the limits of fidelity in
the simulated exercise and setting.
The findings have a number of implications for the design of both procedures
and software tools to aid collaborative intelligence analysis under data overload conditions and environmental pressures:
• There is a need for backups (both electronic and manual) to mitigate the
risk of the destruction of working products by sand, mud, or precipitation.
• The production of briefings might be more efficient if resources needed to
focus on the generation of analytic insight were provided.
• Tools that help to bring new analysts and teams up to speed on historical
information and responsibilities may be particularly important in hostile fire
theaters where there is rapid turnover of personnel.
• Providing objective feedback on performance (Smith, Klopfenstein, Jezerinac,
& Spencer, 2005) may enhance the ability of junior analysts to sustain
attention.
• Workspaces that are observable to all team members crystallize knowledge
and process (Hutchins, 1995), facilitate ad hoc and scheduled collaborative
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cross-checking, and may enable early detection of erroneous assessments
and conclusions (Patterson, Woods, Cook, & Render, in press 2006; Sawyer,
Farber, & Spillers, 1997).
• Training and system design should explicate the information about capabilities and limitations of collection systems, support tools, and analytical tools
(e.g., event maps, time-wheels, and link diagrams). This would likely increase
the skill of analysts and improve feedback, thus reducing the likelihood of
misplaced trust in tools.
The present study confirms several important aspects about military intelligence
analysis that should be considered in design:
• The majority of analysts, military or otherwise, are underskilled junior analysts.
• Analysts arrive at assessments in a variety of ways. (This variety actually
strengthens the analysis and is necessary in changing environments.)
• Analysts are susceptible to a variety of extrinsic motivators that affect their
sustained attention.
• To facilitate learning and workload distribution, senior analysts require the
ability to teach and interact with junior analysts.
These findings echo those of Soloway (Soloway, Guzdial, & Hay, 1994; Soloway
et al., 1996), who points out several inaccurate assumptions about users. Ideally,
mentors would be able to monitor the work of their apprentices and provide feedback to aid in learning (Quintana, Krajcik, & Soloway, 2003). Ultimately, as Hoffman,
Lintern, and Eitelman (2004) suggested, tools that are good for conducting cognitive
work should also work well to support continual learning and the achievement
of expertise.
Overall, the present study indicates that collaborative military intelligence analyst teams in both hostile fire theaters and a training simulation contend with vulnerabilities that can result in premature narrowing, difficulty in reframing, and getting
lost in the details. Although it is difficult to predict the extent to which the recommended interventions will address the identified challenges, this study is a stepping
stone for future research in intelligence and information analysis.
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Related Reports

Strategic fuel pipeline attacked
five times

Threat groups use Improvised
Explosive Devices (IEDs) in certain
areas of each Battalion AO

Patrol finds grave site for 10
people that were executed

Local political party HQ destroyed

Flyer advertises pro-U.S. rally at
a local university by an anti-U.S.
professor

Insurgents attack U.S. patrol
bases with mortars

Security patrol for local official
is ambushed

Cooperative local mayor is killed

Insurgents attack local militia
unit

Day

1–4

1–2

1–2

1–2

1–2

2–3

3
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3

3

Insurgents are focusing on local
officials in attempt to destabilize
provisional government

Request further information about
size of mortar and possible firing
positions

Do not request further information and assess capabilities on
incomplete data

Overlook anti-U.S. professor and
assess rally as pro-U.S.

Recognize Relevant Data

Recognition of Relevant Data

Inferred Challenge

4:53 PM

Use personality database to identify
organizer as anti-U.S.

Identify several possible goals for
insurgent attacks

Misinterpretation

3/22/07

Develop trends in time, location,
type of target, and method of attack

Normative Interpretation

Identify Pattern of Activity

APPENDIX 1. Summary of Analytical Outcomes. This table categorizes observed misinterpretations of available data. Reporting and
analysis are grouped according to the three implicit analytical problems that teams had to answer.
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Related Reports

Personality database lists
misleading biographical data

Some terrorists are identified
and captured

Two bomb-makers are captured

Day

2–4

1–2

3

Related Reports

Significant black market activity
and major fuel shortage

Collection assets are initially
misplaced or misoriented to
collect on relevant targets

No electronic communications
intercepted between insurgent
groups

Day

1–4

1–2

2–3

Overlook possibility of insurgent
bio-attack

Categorize insurgents solely
based on database while
ignoring other sources

Misinterpretation

Consider other possible methods
(physical meetings, runners) or
poor collection

Identify existing gaps in collection
plan; adjust assets to focus on
new targets

Possible link between criminal
groups and insurgent groups

Normative Interpretation

Assume collection plan is good
and only possible method is
physical meetings

Produce no new collection plan;
produce flawed collection plan

Illegal activity = insurgent activity

Misinterpretation

Identify Communication/ Coordination/ Logistics Methods

Develop link analysis that depicts
responsibilities for insurgent group
members

Use data and reports to generate,
confirm, or deny hypotheses

Normative Interpretation

Identify Group Structure

Broaden assessment of possible
methods of attack

Treat incidents as independent
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Continued next page

Mental Set/ Poor Tool
Understanding

Poor Tool Understanding

Mental Set

Inferred Challenge

Recognition of Relevant Data/
Fixation

Inferred Challenge

Recognition of Relevant Data

Mental Set

4:53 PM

Foreign fighters discovered

22 civilians die as a result of
water pollution incident

4

Use new attack information to confirm or deny previous day’s analysis

3/22/07

3

Insurgents attack U.S. patrol
base for second day with mortars

3
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Related Reports

Reports of logistics coordinator
being spotted in two different
areas

Reports indicate large weapons
shipment from outside of the AO

Reports of planning for bombing
attacks after prominent cleric
issues fatwah, or religious edict

Report of boat being stolen and
report of planned boat attack on
port

Day

3

4

4

4

APPENDIX 1. (continued)

Confirm coordination between
groups

Insurgent groups acting without
outside resources

Fixation

Fixation

Inferred Challenge

4:53 PM

Possible outside influence on
insurgent groups; assess possible
increase in insurgent activity

“No way these guys can travel
that far”; assume insurgent groups
are independent

Misinterpretation

3/22/07

Confirm logistical support from
outside of AO

Possible coordination between
groups via logistics officer

Normative Interpretation

Identify Communication/ Coordination/ Logistics Methods
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